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1. INTERNET AND HOST SERVICES 

· The computer that houses the www.MNICS.org website is located in the MIFC Intelligence office and can be accessed remotely. Contact Diane.Nygaard@state.mn.us or Tom.Kaase@state.mn.us for login information. 
· The Internet service provider (ISP) and Web Hosting Service is:
www.anysitehosting.com
jn@anysitehosting.com or support@anysitehosting.com 
Joseph Nelson is our main contact, 218-724-2903

· Access the site using an FTP client:
· Host   

ftp.mnics.org
· Directory:

wwwroot/
· Login:

MNICSAdminWP
· Password:

mn@11r!$k
· IP:


72.18.129.130 port 21
· FTP server access for Administrative-specific documents is
· Http://mnics.org/webadmin
· Login:

shsentyr
· Password:

mnallrisk
Website specifics can also be found on a private page within the website: http://mnics.org/wpress/?page_id=5174
2. SITE SECURITY

· The Webmaster is responsible for monitoring and administration of website security.
·  If the site is down, dysfunctional, or hacked see the MNICS Website Contingency Plan.
3. SITE RESPONSIBILITY
· Any personnel--permanent or casual --will have all rights revoked if a higher authority determines that published information was distributed in violation of the intent of this SOP or MNICS Agency internet policies.  Rights may be reinstated upon review and absolution from the event/s causing revocation.

· Under no circumstances will an individual allow use of their login by another. Such is basis for revocation of all MNICS website privileges for the individual. 
· Under no circumstances shall any individual allow the use of common logins to MNICS or MNICS agency social network sites by persons not expressly permitted the login information. Such is basis for revocation of all MNICS website and social media privileges for the individual.
· Additions or modifications to this SOP can be made at any time with consent  of the Website Administrators.

· This document will be posted to a password-protected page on www.mnics.org.
4. PERSONNEL 

WEBMASTER
· The Webmaster will be selected from the Information Working Team annually. See the MNICS Website Permissions document.
· The Webmaster will have Administrator rights. 
· It is the Webmaster’s responsibility to:

· Check website regularly to ensure uptime and performance

· Address both internal and external website requests 
· Maintain order and archiving of the site

· Provide annual use statistics to the Information Management working team

· Provide primary response for those using the Site Contact link. Others to receive automatic notification include:

· Bill.Glesener@state.mn.us
· Tom.Kaase@state.mn.us
· Shelly.Sentyrz@state.mn.us
ADMINISTRATORS

· Administrators are granted permission by the Information Management Working Team and will be reviewed annually. See the MNICS Website Permissions document.
· Website Administrators may include:

· Webmaster
· MIFC Coordinator 
· MIFC  IT 
· MIFC Intel 
· SUF Dispatch 
· MIFC Dispatch 
· Ad hoc Administrators
· Administrators can:

· Create site content 

· Approve draft content created by others
· Edit site layout, security, and other settings
· Perform routine upgrades and maintenance 
· Move a Lead PIO from Contributor to Editor permissions for the duration of an incident (they must return the user to Contributor permissions thereafter)

· Administrators shall post to the Dachat dashboard when they: 
· Changing a user’s permissions from Contributor to Editor
· Page additions/deletions

· Menu additions/deletions

· Plug-in additions/deletions/disabling
EDITORS

· Editors are granted permissions by a site Administrator. Permissions will be reviewed annually by the Information Management Working Team. See the MNICS Website Permissions document.
· Editors may include:

· IMT Information Officers

· MIFC Information Officers
· Agency Information Officers 
· Partner Information Officers
· MIFC Intelligence
· Editors can:

· Create content for site

· Approve content created by Contributors
AUTHORS
· Authors are granted permissions by a site Administrator. Permissions will be reviewed annually by the Information Management Working Team. See the MNICS Website Permissions document.
· Authors may include: 
· Public Information Officers
· Agency, partner, or MIFC personnel that have been approved by their immediate supervisor 
· Authors can:

· Create draft content for the site (to be reviewed and published by a higher permission level)
WEBSITE VISITORS

· Visitors are anyone who views the site. 
· Visitors can:

· View publically visible content
· View protected content if they know the password
· Enter comments on pages / posts allowing such
· Contact the Webmaster

5. STRUCTURE AND FORMAT
· The website is built using Wordpress. 
· The website shall have a single page serving as the portal for both Public and Protected content. 
· The MNICS logo shall be prominently displayed on the main page.

· Main menus shall fit in one header bar along the top of the page.
· The right sidebar of the site shall include quick links to often-sought content.
· Password-protected private content shall be listed under the For Members menu.
· The bottom of each page shall contain:

· Share/Save

· Contact webmaster 
· Certain pages may allow visitor feedback. These include but are not limited to:

· Pages approved to directly solicit comments

· Posts approved to directly solicit comments

6. ARCHIVING

· Annual archiving is the responsibility of MIFC Intel.

· Intermittent archiving is the responsibility of the Webmaster:
· Before any major upgrade

· After any incident

· Archiving will be performed using the website Xcloner tool and saved to the ISP at:
· C:\domains\mnics.org\wwwroot\wpress\administrator\backups.
· Redundancy is achieved by copying backup files to the MIFCINTL computer  at:

·  D:\mnics_web\wwwroot\wpress\administrator\backups.
7. MAINTENANCE

· General maintenance should be performed by Administrators after any incident.

· General maintenance should also be performed annually before archiving.
· Maintenance tasks include:

1. Testing of all pages and links

2. Review of menus and site menu

3. Cleanup of duplicate and unneeded files

8. PASSWORD PROTECTION 

· One password will be utilized to protected (public and private) content of the site. As of the date of this publication that password is mnallrisk. 

9. LINKS

· Only agency, agency-approved, or MNICS-approved links can be used on the site.

·  Private links will not be listed on the site.

10. IMAGES
· Original images should be renamed and archived before being uploaded to the site because:

· Uploaded images are automatically resized and saved as JPG

· Originals can be accessed later for better quality prints 
· The MNICS image checklist will be reviewed before images are uploaded to the site.

· Images will be group either as 

· General (stock use-timeless and useful to illustrate incident management) 

· incident-specific

11. VIDEO

· Video will be uploaded to the MNICS Youtube channel only (not to WWW.MNICS.ORG).

· Only website Editors and Administrators are allowed to post to Youtube.
· Youtube account information:
· www.youtube/mnicsorg

· Password: 
mn@11r!$k
· Screen name:
 www.mnics.org
· Email:             
webmaster@mnics.org
· The MNICS video checklist will be reviewed before video is uploaded.
12. TWITTER

· Only Website Editors and Administrators are allowed to use the MNICS Twitter feed. 
· The Avatar for the Twitter account will reference the MNICSlogo.png from the website media library.
· Twitter Account information:

· www.twitter.com/MNICS 

· Login:

 mnics

· Password:

 mn@11r!$k
· Connect

@mnics
· All Tweets will be composed via the Post | Tweet option within the WWW.MNICS.ORG dashboard. 

· All Tweets will include at a minimum:
· A short description of the information 
· A direct link to appropriate supporting documentation
13. FLIKR

1. Only website Editors and Administrators will be able to post information via the YouTube or Flicker portal.
The MNICS account information for YouTube is as follows:

a. www.youtube/mnicsorg
b. Password: mn@11r!$k
c. Screen name: www.mnics.org
d. Email is sent to webmaster@mnics.org
The MNICS account information for Flickr is as follows:
a. www.flickr.com/mnicsorg
b. Password: mn@11r!$k
c. Screen name: www.mnics.org
d. Email is sent to webmaster@mnics.org
2. The Avatar for all external sites and accounts will reference the MNICSlogo.png from the www.mnics.org media library.

3. All multimedia content requires:

a. approval by the personnel listed as an Editor or Administrator, and

i. Requires approval by agency personnel at MIFC
ii. Shall be original content, or
iii. non-original content with 
1. Approval by the appropriate agency PIO and
2. A Use Disclosure Agreement in place before publishing onto a site
b. Must follow the social media policies of the agencies
4. Any videos/slideshows to be published on the WordPress website shall be:

a. Embedded in the appropriate page, and

b.  Uploaded to YouTube or Flickr
14. REFERENCE
The Development Instance of the website is located at: http://www.mnics.org/wpress/dev . 
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